MamaTtka ansa obyuarowmxca 06 nHpopmauMoHHOU 6e30NacHOCTU AeTen
HENb3A

1. Bcem noagpsaa coobuwatb CBOK YacTHyt0 MHdopMaumnio (Hactosiwme uMmsi, gamunuio,
TenedoH, aapec, HOMep WKOsbI, @ Takke doTorpadumn CBoM, CBOEN CEMbU U APY3EN);

2. OTKpblBaTb BNOXEHHble alnbl  3NMEKTPOHHOM MOYTbl, KOr4a He 3Haellb
oTnpasuTens;

3. Tpybutb, npuanpaTbCs, OKa3blBaTb AaBfieHMe - BeCTu cebs HEBeXINBO U
arpeccuBHO;

4. He pacnopsbkancsi AeHbramMu TBOEW CeMbM 6e3 paspelleHusl CTaplumx - Bcerga
CrpalwmBan poauTenen;

5. He BcTpeuaics ¢ WHTepHET-3HAKOMbIMKM B peanbHOM >XU3HM - MOCOBETYWCS CO
B3POC/bIM, KOTOPOMY A0BEpSiELLb.

OCTOPOXHO

1. He Bce nunwyT npaeay. YuTaewb o cebe Henpasay B WMHTepHeTe - cooblum 06 3ToM
CBOWM poaUTENSM WU ONEeKyHaM;

2. MNpvrnawatoT nepenncbiBaTbCs, UrpaTb, 0OMEHNBaTLCS - NPOBEPb, HET /M NOABOXA;
3. He3akoHHoe konmpoBaHue dainoB B IHTEpHETE - BOPOBCTBO;

4. Bcerga pacckasbiBaii B3poC/ibiM 0 Npobnemax B CETU - OHM BCerga noMoryT;

5. Wcnonb3yn HacTporknm 6e30MmacHOCTM WM MPUBATHOCTWU, 4YTOObI HEe MNOTepsiTb CBOM
aKKayHTbl B COLICETAX M APYrMX nopTanax.

MOX>XHO

1. YBaxalt Apyrux nonb3oBaTenemn;

2. Monb3yelwbcst UHTEPHET-UCTOYHUKOM - Aeflail CCbINIKy Ha Hero;

3. OTKpbIBal TONBKO TE CCbINIKK, B KOTOPbIX YBEPEH;

4. O6WwaTbCs 3a MNOMOLLbIO B3POC/bIM - POAUTENN, OMNEKYHbl U aAMUHUCTPaLMS CanToB
BCerga noMoryT;

5. MNponan obyyeHne Ha canTe "CeTeBMYOK" M nOMAydM nacnopt uUncpoBoro
rpaXkaaHuHa!

MpunoxxeHue N2 2

NHdopMaumMoHHas naMmsiTka ans oby4dalomxcs Ans pa3sMelleHnss Ha oduumnanbHbIX
WHTEpHeT-pecypcax

C KaxabIM rogoM MOSodeXun B MHTEpPHeTe CTaHOBUTCS O0nblie, @ LWKOMbHUKN OAHU U3
CaMbIX aKTUBHbIX MONb30BaTenel PyHeTa. Mexay TeM, NOMMMO OFPOMHOMO KOMMYECTBa
BO3MOXHOCTEW, MHTEPHET HeceT M Npobnembl. ITa namsTKa AO/MKHA MoMouvb Tebe
6e30MacHO HaxoauTLCA B CETW.

KoMnbroTepHble BUPYCbI

KOMMbIOTEPHBIN BUPYC - 3TO Pa3HOBUMAHOCTb KOMMBLIOTEPHBIX NPOrpamMM, OT/IMUYUTENBbHOM
0COBEHHOCTBLIO KOTOPOWN SIBNSIETCS CMOCOBHOCTb K Pa3MHOXeHWo. B gononHeHue K
3TOMY, BMPYCbl MOTYT MOBPEANUTb WM MOSIHOCTBIO YHUYTOXUTb BCE (Dalfibl U AaHHbIE,
NMOAKOHTPOJIbHBLIE MOJSIb30BATENO, OT UMEHW KOTOpOoro 6bina 3anyweHa 3apaXeHHas
nporpamma, a TakKxe MOBpeAuTb WM [aXe YHUUTOXWUTb OMNepauMoHHYK0 CUCTEMY CO
BCceMu chainamm B LenoM. B 60NbLUMHCTBE ClyYaeB pacnpoCTPaHAIOTCS BUMPYChbl Yepes
MHTEpPHET.

MeToabl 3alWmTbl OT BPEAOHOCHbIX NPOrpamm:



1. Wicnonb3yn coBpeMEHHbIE OMepaLMOHHbIE CUCTEMbI, UMEKOLWIME CEPbE3HLIN YPOBEHb
3aWMTbl OT BPEAOHOCHbIX NMPOorpamm;

2. OCTOSIHHO YyCTaHaBnMBan nayth (UMdPOBbLIE 3annaTku, KOTOpble aBTOMAaTU4YeCKM
yCTaHaB/MBAKOTCA C Uenblo AopaboTKM nporpamMmbl) M Apyrme O6BHOBMEHMS CBOEW
ornepaLnoHHON cuctembl. CkaumBal MX TOMbKO C odULMANbHOIO caiTa pa3paboTumka
OC. Ecnu cyllecTByeT peXxmM aBToMaTtnyeckoro 0bHOBMNEHWS, BKIKOUN ero;

3. PaboTan Ha cBoeM KOMMbloTEPE NOA NpaBamMu NOJSIb30BATENS, @ HE aAMUHUCTPATOpa.
DTO He NO3BONUT BOMBLUMHCTBY BPEAOHOCHBLIX MPOrpaMM MHCTaNIMPOBATbCS HA TBOEM
nepcoHasibHOM KOMMbOTEpE;

4. Ncnonb3y aHTUBUPYCHbIE MPOrpaMMHbIE MPOAYKTbl M3BECTHLIX MPOM3BOAUTENEN, C
aBTOMaTU4eckMMm obHoBNeHneM 6a3;

5. OrpaHnyb U3MYecknii 4OCTyN K KOMNbIOTEPY AN MOCTOPOHHMX NNL;

6. Vicnonb3yn BHELWHWE HOCUTENWN MHGOPMaLUK, Takue Kak deluka, AMCK unu daiin 13
WHTEPHETA, TOSIbKO M3 NPOBEpPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMMblOTEPHbIE (Dalsibl, MOSyYEHHbIE M3 HEHAAEXHbIX MCTOYHMKOB.
[axe Te dannbl, KOTOpble NpUCan TBON 3HAKOMbIN. Jlydlle YyTOYHM Yy HEro, OTrnpaB/si
N1 OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BuA nepefayvv OaHHbIX, HE TEXHOMOrMs, a Bcero smwb bpeHa, Mapka.
Ewe B 1991 roagy HuaepnaHackas KoMnaHus 3apeructpuposana 6peHp "WECA", uto
obo3Hauyano cnoeocoyeTaHnme "Wireless Fidelity", koTopbli nepeBoAUTCA  Kak
"6ecnpoBogHas TOYHOCTbL".

[lo Hawero BpeMeHn powna apyras abbpesmaTypa, KoTOpas SIBNSETCA TaKOM e
TexHonornen. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe Obl1O AAHO C HAMEKOM Ha
CTaHAApT BbICWIENW 3BYKOBOM TexHWkM Hi-Fi, 4To B nepeBoge 03Ha4yaeT "BbICOKas
TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTensx 1 asponopTax ABASETCS OTMYHON
BO3MOXHOCTbIO BbIXOA@ B WHTEpHeT. HO MHorme 3KCnepTbl CYATAKOT, YTO
obwenoctynHble Wi-Fi ceTn He sBnsitoTca 6e30nacHbIMM.

CoseTbl No 6e3onacHoCcTM paboTsl B 06WwefocTynHbIX ceTax Wi-fi:

1. He nepepaBain cBOKO NMYHYKO WHdOpMaumio 4epe3 obuepoctynHole Wi-Fi cetn.
PaboTasi B HUX, XenaTenbHO He BBOAWUTb Napoan A0CTYNa, IOMMHbI U KakMe-TO HOMepa;
2. Wcnonb3yit 1 0BHOBNSA aHTUBUPYCHbIE MpPOrpaMmbl M BpaHaMayep. TEM CaMbiM Tl
obe3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpun ucnonb3oBaHun Wi-Fi oTknoun dyHkumio "O6wmii goctyn Kk darnam u
npuHTepam". [daHHas QYHKUMS 3aKpblTa MO YMOAYAHWUIO, OOHaKO HeKoTopble
Nonb30BaTeNM aKTUBUPYIOT ee Ansl yaobCTea ncnosib3oBaHms B paboTe nnu y4debe;

4. He vcnonb3yi ny6nmuHbin WI-FI ansi nepeaauv NWYHbIX AaHHbIX, HanpuMep Ans
BbIXOZa B CcOUMANbHbIE CETU UN B NIEKTPOHHYIO MOYTY;

5. Wcnonb3yn TONbKo 3alluiieHHOe coeanHeHue 4vepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoan uMeHHo "https://";

6. B MobunbHoM TenedoHe oTkaoum dyHkumio "MoakntoveHne k Wi-Fi asTomaTnueckun”.
He pgonyckan aBTOMaTMYeECKOro MOAKIHYEHUs ycTpoucTBa K cetam Wi-Fi 6e3 TBoero
cornacus.



CoumnanbHble ceTn

CoumanbHble CETM aKTMBHO BXOAST B Hally XW3Hb, MHOrMe noan paboTaloT u XUBYT
TaM NOCTOSHHO, @ B Facebook yxxe 3aperncTpMpoBaH MUANMAPA YenoBeK, YTO SBNSeTCs
OZHOM CeabMOW BCEX XWUTenew nnaHeTbl. MHorve nonb3oBaTenn He MOHWMALOT, YTO
nHdOpMaums, pasMelleHHass UMM B COUManbHbIX CETSX, MOXET ObiTb HalaeHa U
MCMosb30BaHa KEM yrogHo, B TOM uncrie He 0653aTenbHO € 61arumMm HamepeHnsmMu.
OcHoBHble coBeTbl N0 6€30MacHOCTM B COUMASBHBIX CETSX:

1. OrpaHuub cnmcok Aapysed. Y Tebs B [ApYy3bsX He [O/KHO ObiTb Cy4aMHbIX W
He3HaKOMbIX Ntoaen;

2. 3awumiland CBOK YaCTHYH XM3Hb. He ykasbiBall naponu, TenedoHbl, agpeca, AaTy
TBOEr0 POXAEHUS W APYryI0 JIMYHYKD WHGOPMaUMIO.  3/10YMBbILWIEHHUKN  MOTYT
MCNonb30BaTh Aaxe MHMOpMaUMio O TOM, Kak Tbl U TBOW poAUTENWN NMaHMpyeTe
MPOBECTM KaHWKYIbI;

3. 3awumLan CBOK penyTaLuto - IEPXM €e B YNCTOTE M 33/1aBait cebe Bonpoc: xoTen 6bl
Tbl, YTOObI ApyrvMe Nonb3oBaTeNy BUAENM, YTO Tbl 3arpyxaewb? MNogyman, npexae yem
YTO-TO ONy6MKOBATb, HAaNMCaTb M 3arpysnTb;

4. ECnv Tbl rOBOpULLb C NOAbMU, KOTOPbIX HE 3Haellb, HE UCMOJb3yN CBOE peasnbHoe
MMS 1 OPYryi0 INYHYIO MHAOPMaLMK: NMSl, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;
5. U3beran pasmelleHns cdotorpaduin B MHTEpHeTE, rae Tol n306paxkeH Ha MECTHOCTH,
MO KOTOPOW MOXXHO OnpeaenuTb TBOE MECTOMOJIOXKEHME;

6. Mpu perucTpaunmn B couManbHOM CETU HEOBXOAMMO MCMONb30BaTh COXHbLIE MAPOSK,
cocTosime u3 6ykB 1 UMdp 1 C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOM CETH, MOYThl U APYrMX CauTOB HEO6XOAMMO MCMOSb30BaTb pa3Hble
naponu. Torga ecnn T1ebs B31OMAKOT, TO 3M0YMbIWIEHHUKM NONyYaT AOCTYN TONbKO K
OAHOMY MECTY, a He BO BCe cpaay.

OIeKTPOHHbIE AEeHbI'N

DNEKTPOHHbIE AEHBbIM - 3TO OYeHb YAOOHbLIN CNOCO6 NNaTeXxen, OAHAKO CyLeCTBYHOT
MOLLEHHWKWN, KOTOPbIE XOTAT MOAYYUTb 3TN AEHbIW.

DNEKTPOHHbIE AEHbIM MOSIBUIMCb COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocyZapcTBax Ao CUX MOp He MPOMNMCAHO MPO HUX B 3aKOHaX.

B Poccum ke OHM (PYHKUMOHMPYIOT M O HUX YXKe MponMCaHO B 3aKOHe, rae ux
pa3aensioT Ha HECKONbKO BMAOB - @HOHUMHbIE U HE AHOHWMHbIE. Pa3Huua B TOM, 4TO
QHOHWMHbIE - 3TO Te, B KOTOPbIX paspelaeTcs npoBoAUTb ornepaumm 6e3
naeHTUdUKaUMM nonb3oBaTeNsl, a B HEAHOHMMHbIX MAEHTUdMKAUMS MNoNb30oBaTens
SIBNSeTCS 0693aTeNbHON.

Takke cnegyeT pa3nnyatb M1EKTPOHHblE duraTHble AeHbru (paBHbl FOCYAAPCTBEHHbIM
BaJIOTaM) M 3N1EKTPOHHbIE HedUATHbIE AeHbrM (He paBHbl FOCYAApPCTBEHHbIM BaslloTaM).
OCHOBHbIe COBEeTbI N0 6e30nacHoi paboTe C 3NEKTPOHHLIMU AEHbraMM:

1. MNpuBsXxM K c4eTy MobuNbHbLIM TenedoH. 3TO caMblid YAOOHbIA M BbICTPbLIN Cnocob
BOCCTAHOBWUTb AOCTYN K c4YeTy. [puBsi3aHHbIN TenedoH NOMOXET, ecnu 3abyaelub CBOM
MaTEXHbIV NAposSib UK 3alfellb Ha CalT C HE3HAKOMOrO YCTPOMCTBa;

2. Wcnonb3yi opHopasoBble Maponu. lNocne nepexoa Ha YCWIEHHYKO aBTOpU3aLMIO
Tebe yxe He byaeT yrpoxaTb OMacHOCTb KpPaXkn WM nepexasaTta NiaTeXxXHoro napons;



3. Bblbepn cnoxHbii naponb. lpecTynHukam 6yaeT He NpoCTO yradaTb COXHbIN
naponb. HagexHble naponu - 3TO Naponv, KOTOpble coAepXaT He MeHee 8 3HaKOB U
BK/IIOYAIOT B cebs CTpo4YHble M MNponucHble ByKkBbl, UMPPbI M HECKONbKO CMMBOJIOB,
TaKMe Kak 3Hak gonnapa, gyHTa, BOCKIMUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAM CBOM JIMYHbIE AAHHbIE HA CalTaX, KOTOPbIM HE AOBEpsIELLb.

ONeKTpPOHHasA noyTta

DNEeKTPOHHAs NoYTa - 3TO TEXHOMNOrMA U NPeAOCTaBAsSEMbIE €10 YCIYrK MO NepeckliKe U
MOSIYYEHMIO 3MEKTPOHHBLIX COOOLLUEHMI, KOTOpble pacnpeaensitoTcs B KOMMbIOTEPHON
cet. O6bIYHO 3SNMEKTPOHHLIM MOYTOBbLIA SALWMK BbIFAAUT CneaylowmMMm obpasom:
MMSI_MNONb30BaTENA@UMSA_AOMeHa. Takxe KpoMe nepedayn npocToro TekCTa, MMEEeTCs
BO3MOXXHOCTb NepeaaBaTb (ansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3N1eKTPOHHON NOYTON:

1. Hapo BblbpaTb NpaBWU/IbHLIN MOYTOBLIM CEPBUC. B MHTEPHETE €CTb OrPOMHbIV BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Nyylle AOBEPSATb TEM, KOr0 3Haellb M KTO
NepBbIN B PENTUHTE;

2. He ykasbiBall B IMYHOWN MoOYTE JIMYHYKO MHopMaumio. Hanpumep, nydwe BblibpaTb
"My3blkanbHbIM_aHaT@" nnmn "pok2013" BMecTo "Ttemal3";

3. Wcnonb3yi ABYX3TanHyl0 aBTOpM3auMio. 3TO Koraa NOMUMMO Maponsi HY>XXHO BBOAWUTb
Ko, NpucbinaemMbii no SMS;

4. Bblbepy CnoxHblM naponb. NS KaXAaoro Mo4YTOBOro SiMKa AO/MKEH ObiTb CBOM
HaZIEXXHBbIN, YCTONYMBbLIN K B3/IOMY Naposib;

5. EcnM ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOM JIMYHBIA BOMPOC, WUCMOSb3yh 3Ty
BO3MOXXHOCTb;

6. Mcnonb3y HECKONbKO MOYTOBLIX AWMKOB. [lepBbI ANs 4acTHOM nNepenuckn C
aapecaTamu, KOTOPbIM Tbl AOBEPSELLb. ITO 3MEKTPOHHbIN aApec He Ha0 MCMONb30BaTb
npu peructpauum Ha dopyMax v canTax;

7. He oTkpbiBan annbl U Apyrve BNOXEHUS B MUCbMax, AaXe €CNN OHW MpULAM OT
TBOWUX Apy3en. Jlyylle YTOYHM Y HUX, OTNPaBASAN /M OHM Tebe 3T dainbl;

8. Mocne okoH4YaHWs paboTbl Ha MOYTOBOM CEPBUCE Mepen 3akpbiTUEM BKMAAKU C
CanToM He 3abyab HaXaTb Ha "BbiiTin".

Knb6ep6ynnuHr nnm BupTyanbHoe usaeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHne coobLleHnsiMM, coaepXKalmMm — ockopbneHus,
arpeccuto, 3anyruBaHue; Xy/UraHCTBO; couuanbHOe OG0MKOTMPOBAHWE C MOMOLLbIO
Pa3INYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKnbepbynnHrom:

1. He 6pocanca B 6oi. Jlyywmin cnocob: nocoBeToBaTbCS Kak cebsi BECTM M, €CNnN HET
TOro, K KOMy MOXHO 06paTUTbCS, TO BHa4Yane yCnoKoMTbCS. ECM Tbl HAYHELLb OTBEYaTb
OCKOPONEHNAMM Ha OCKOPONEHMSI, TO TONbKO ellle 60sblIe Pa3oXIKeLIb KOHMIUKT;

2. YnpaBnsii CBoel kubeppenyTaumen;

3. AHOHMMHOCTb B ceTM MHuMasi. CyLlecTBYIOT Crocobbl BbISICHUTb, KTO CTOWUT 3a
AQHOHMMHbIM aKKayHTOM;

4. He cTouT BECTU XYNUraHCKUIA 06pa3 BMPTyanbHOW XM3HW. VIHTepHEeT duKcnpyeT Bce
TBOW AENCTBUSI U COXPAHSAET UX. YAanuTb ux 6yaeT KpalHe 3aTpyAHUTENBLHO;

5. Cobntogan CBOK BUPTyasbHYI0 YECTb CMOJIOAY;



6. rHopupyi eanHn4YHbIM Heratue. OAHOPA30BblE OCKOPOUTENIbHLIE COOBLLEHNS Nyylle
nrHopmpoBaTb. O6bIYHO arpeccus NpeKkpaLlaeTcs Ha Ha4yanbHOW CTaauu;

7. BaH arpeccopa. B nporpamMax obMeHa MrHOBEHHbIMW COOBLLEHNSAMIN, B COLMATBbHBIX
CETSAX €CTb BO3MOXHOCTb 6/TIOKMPOBKM OTMNPaBKM COOBLLEHMI C ONpeaeneHHbIX aapecos;
8. Ecnm Tbl cBupeTenb KkubepbynnuHra. TBOM AEWCTBUSI:  BbICTYNWUTb MPOTMB
npecnegoBaTensi, MokasaTb €My, 4YTO €ero [AeNCTBMSI OLEHMBAKOTCA HEraTuMBHO,
noaAepXaTh XXEPTBY, KOTOPOW HY)Ha MCUX0SI0rMyeckasi NoMoLLb, COOBLLMTL B3POC/IbIM
0 (hakTe arpeccMBHOro noBeaeHusl B CETH.

Mo6unbHbI TenegoH

CoBpeMeHHble CMapT@OHbl M NNaHWeTbl coaepxaT B cebe BMOMHE B3POC/bii
(pyHKUMOHaAN, N Tenepb OHN MOryT KOHKYPUPOBaTb CO CTaLMOHapHbLIMU KOMMbIOTEPAMM.
OpaHako, CpeacTB 3almThl ANs NOAOGHbLIX YCTPOWUCTB MOKa O4eHb Mano. TeCTUpoBaHue U
MOUCK YSI3BUMOCTEN B HMX MPOUCXOAUT HE TaK MHTEHCMBHO, Kak ans MK, To e camoe
KacaeTcsl U MOBUITbHBIX MPUTOXKEHWUN.

CoBpeMeHHble MObunbHble Hpay3epsbl y)Ke NPaKkTUYECKN AOrHAAW HACTOJbHbIE aHANorm,
OZHaKO paclumpeHne yHKLUMOHana BneyeT 3a cobon 60MblLYH0 CIOXHOCTb M MEHbLLYIO
3aLUMLLEHHOCTD.

[laneko He BCe NPOM3BOAMTENM BbINYCKAOT OOHOBMEHUS, 3aKpbiBalOWmne KpuTndeckume
YS13BUMOCTW ANS1 CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTN MObUNbHOro TenedoHa:

Huuyero He siBnsieTcs no-HacTtosiweMy 6ecnnaTtHbiM. byab ocTopoXeH, Beab koraa Tebe
npeanaratoT 6ecnnaTHbli KOHTEHT, B HEM MOMyT OblTb CKPbITbl KaKWe-TO MNaTHble
ycnyru;

Adymain, npexae 4yeM oTnpaBuTb SMS, dhoTo unm Buaeo. Tbl TOYHO 3HaEllb, FAE OHU
6yayT B KOHEYHOM UTOre?

HeobxoanmMo 06HOBASATL ONepaLMoHHYIO CUCTEMY TBOEro CMapT¢OHa;

Mcnonb3yn aHTUBMPYCHbIE NPOrpamMMbl ANt MOBUIbHBIX TENEegOHOB;

He 3arpyxav npunoXeHnss OT HEM3BECTHOrO MCTOYHMKA, BeAb OHW MOryT CoAepXXaTb
BpeAOHOCHOE nporpaMMHoe obecneyeHue;

Mocne TOro Kak Tbl BblMAELWb C CalTa, rAe BBOAWI NINYHYKO MHGOpMauuMio, 3alnan B
HacTpolku 6paysepa v yaanu cookies;

Meproamyeckn NpoBepsii, Kakne NnaTHble YCyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBain cBOM HOMep MOBUbHOrO TenedoHa TONbKO SI0AAM, KOTOPbIX Thl 3HAELLb U KOMY
[oBepsieLlb;

Bluetooth nomkeH 6bITh BbIKMHOYEH, KOrAa Thl UM HE Mosb3yellbcsl. He 3abbiBan MHOraa
NpoBepsATb 3TO.

Online urpsi

CoBpeMEeHHbIE OHMaMH-Urpbl - 3TO KPaco4uHble, 3axBaTblBalOLIME pa3B/ieYEHUs,
obbeanHsaoLWMe COTHM ThICAY YenoBek Nno BceMy mMupy. Mrpoku nccneaytoT AaHHbIA UM
MUp, oblaloTca Apyr C APYroM, BbINOAHAKT 33a4aHusl, CPaXatTcsl C MOHCTpaMn U
Nnosy4yaloT onbiT. 3a YAOBONbCTBME OHW MNATAT: MOKYNawT AWUCK, OnSiaynBaloT
aboHeMeHT unmn NnpnobpeTaloT Kakme-To onuuun.



Bce st cpeactBa wmayT Ha noadepXaHve M pasBUTME Urpbl, a TakKXke Ha camy
6e30nNacHOCTb: COBEpPLUEHCTBYOTCA CMCTEMbl aBTOPM3aLMK, BbINMYCKAOTCS HOBbIE MaTyu
(undbpoBble 3annaTku Ans NporpamMmM), 3aKpbIBAOTCS YS3BUMOCTM CEpBEPOB.

B nopobHbIX mrpax CTOMT onacaTbCi He CTOSIbKO CBOMX COMEPHMKOB, CKOJMIbKO KpaXku
TBOEro napossi, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3aumm 60nbLUMHCTBA Urp.
OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEro UrPOBOr0 akKayHTa:

1. Ecnu ppyrov urpok BegeT cebsi nnoxo unm cosgaet Tebe HENpUATHOCTM, 3abnoknpyn
ero B CN1cKe UrpokoB;

2. Toxanynca aAMMHMACTPATOpPaM Wrpbl Ha MJIOXO€ MOBEAEHME 3TOM0 WIpokKa,
XenaTenbHO NPUNOXUTb Kakne-To AoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBal nMyHyto MHdOpMaumio B npodaiine urpsbl;

4. YBaxkall Apyrux y4aCTHUKOB MO WUrpe;

5. He ycTtaHaBnmBan HeodbvumanbHbIE NaTyM U MOAbI;

6. icnonb3yn CrnoXHble U pa3Hble Naponu;

7. Jaxe BO BpeMsi Urpbl HE CTOMT OTK/IOYATb aHTMBMPYC. [oKa Tbl Urpaellb, TBOW
KOMMbIOTEP MOrYT 3apa3uTb.

OULLUMHI WM KPaXKa JIMYHbIX AAHHbIX

O6blYHOM KpaXken [AeHer W [OOKYMEHTOB CEroAHsl YXX€ HMKOrO0 He YAMBULIb, HO C
Pa3BUTUEM WHTEPHET-TEXHONIOMMIA 3M0YMBILLIIEHHUKN MEPEMECTUICL B MHTEPHET, U
NPOAO/KAT 3aHNMMaTbCs "nobumbiM" agenom.

Tak nosiBuIack HOBasl yrpo3a: MHTEPHET-MOLWEHHNYECTBA MNW (QULIKHE, rNaBHas uenb
KOTOPOrO COCTOUT B MOJTyYEHUM KOHMMAEHUMANBHBIX AaHHbIX MNOb30BaTENEN - TOMTMHOB
n naponen. Ha aHrnuickom a3bike phishing untaetca kak dpuwmHr (ot fishing - pbibHas
noens, password - napornb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULLNMHIOM:

1. Cnegn 3a CBOMM akkayHTOM. Ecnn Tbl nopo3peBaellb, YTO TBOS aHKeTa Oblna
B3/I0MaHa, TO HeobxoaAMMOo 3abnoKMpoBaTb ee U CoobLWUTL aaMUHMCTPaTopaM pecypca
06 3TOM Kak MOXHO CKopee;

2. Wcnonb3yn 6e3onacHble Be6-caliTbl, B TOM YMC/E, UHTEPHET-MAra3uHOB M MOUCKOBbLIX
cucTeM;

3. Ucnonb3yn CnoxHble M pa3Hble Naponu. TakuMm obpas3oM, ecnn Tebsi B3nOMatoT, TO
3/10YMbILLNEHHMKN MOy4YaT AOCTYN TONIbKO K OAHOMY TBOEMY MPOMdUII0 B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3n10Manu, To HeobxoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
AobaeneHbl y Tebs B Apy3bsiX, O TOM, 4YTO Tebs B3nomanu U, BO3MOXHO, OT TBOEro
MMeHn ByaeT pacchbiaTbCa CNaM M CCbUTKM Ha (OULLMHIOBbIE CalThbl;

5. YcTtaHoBM HagexHbIM naponb (PIN) Ha MObunbHbIM TenedoH;

6. OTKNOUM COXpaHeHne napons B bpaysepe;

7. He oTkpbiBai dannbl U Apyrve BNOXEHUS B MUCbMax, AaXe €CNN OHW MpULAM OT
TBOWUX ApYy3en. Jlyylle yTOYHW Y HUX, OTNPaBASAN /M OHM Tebe 3Tn danbl.

LUudpoBas penyrauus

Lindposas penytaums - 3To HeraTMBHast UAN NO3UTMBHas MHdOpMaums B ceTn o Tebe.
KomnpomeTtupyowas wuHdopmaumns, pasMelleHHass B MHTEepHeTe, MOXET Cepbe3HbiM



06pa3oM OTpasuTbCs Ha TBOEW peanbHOM XM3HW. "Ludposas penytaums" - 3TO TBOM
UMNIXK, KOTOPbIM (hopMUpyeTCcs U3 MHGOpMaLun 0 Tebe B UHTEPHETE.

TBOE MeCcTo >XUTenbCTBa, Yy4yebbl, TBOE (DMHAHCOBOE MOMOXEHME, OCOBEHHOCTU
XapakTepa v pacckasbl 0 61M3KMX - BCe 3TO HaKan/IMBaeTCs B CETU.

MHOrMe NoApPOCTKM NErKOMBIC/IEHHO OTHOCSTCS K Ny6nmkaumMm nnM4Hou nHdopmaumm B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNEeACTBMN. Thl AaXe HE CMOXELUb AOraaaThCs
0 TOM, 4TO (poTorpacdus, pasmelleHHas 5 neT Ha3ag, CTana NPUUYMHOM OTKasa MPUHSTb
Tebs Ha paborTy.

KoMMeHTapun, pasmelleHne TBoux QoTtorpadui u apyrne [eUCTBUSI MOTyT He
MCYE3HYTb AaXe MOocC/e TOro, Kak Tbl UX yAanuwb. Tbl HE 3HaEllb, KTO COXpPaHWM 3Ty
nHgopMaumio, nomnana sM OHa B MOWUCKOBbIE CUCTEMblI M COXPaHWIAcb N OHa, a
rMaBHOE: YTO MoAayMaloT 0 Tebe OoKpyXalolme Noan, KOTopble HanayT U yBUASIT 3TO.
Hantn nHdopmMaumio MHOro NeT CnycTs CMOXeT NtoboN - Kak 13 Ao6pbIX NobyxaeHun,
TaK U C HAMEPEHMEM MPUYMHUTL Bped. ITO MOXET ObITb KTO YrogHo.

OCHOBHbIE COBETbI MO 3almnTe LMhpoBOM penyTauum:

1. MNoayman, npexae 4eM 4TO-TO NMy6NMKOBaATb M NepedaBaTb Y cebs B 6nore mnn B
couManbHON ceTy;

2. B HacTpoikax npoduns yCTaHOBM OrpaHMYEHNs Ha MPOCMOTP TBOEro Npoduns u ero
COAEPXMMOr0, caenan ero Tonbko "ans apysen”;

3. He pa3melyan n He ykasbiBa MHGOPMaLMIO, KOTOpas MOXET KOro-nnbo ockopbnsitb
nnn obmxartb.

ABTOpCKOE npaBo

CoBpeMeHHblE LUKO/IbHUKM - aKTMBHblE MOb30BaTeNM LMMPOBOro NpOCTPAHCTBA.
OfHako Janeko He BCe 3HAlOT, YTO MOMb30BaHNME MHOMMMK BO3MOXHOCTSMMU LIMEPOBOro
Mupa TpebyeT cobntoaeHns npaB Ha MHTENNEKTYyanbHYO COBCTBEHHOCTb.

TepMnH "WHTennekTyanbHass COOBCTBEHHOCTb" OTHOCUTCS K Pas3/IMYHbIM  TBOPEHMSM
YeIoBEYECKOr0 YMa, HauMHash C HOBbIX M306peTeHni M 3HakoB, 0003HAYaoLLMX
COBCTBEHHOCTb HA MpOAYKTbl M YCAyrM, W 3akKaH4uMBasi KHUramu, dotorpadusimm,
KWHO(UIbMaMM 1 My3biKaslbHbIMU MPOM3BEAEHUSIMMA.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENSIeKTYaNbHY0 COBCTBEHHOCTbL HA Npon3BeaeHUs!
HayKu, NUTepaTypbl U MUCKyCCTBa. ABTOPCKME MpaBa BbiCTYMNalOT B KayeCTBE rapaHTuu
TOro, YTO MHTENNIEKTYasbHbIA/TBOPYECKNA TPy aBTopa He HbyaeT HanpacHbIM, AacT eMy
CnpaBeAiMBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MOMyyYuTb
M3BECTHOCTb M Mpu3HaHMe. HUKTO 6e3 pa3pelleHns aBTopa He MOXET BOCMpPOU3BOAUTD
ero npoussefeHne, pacnpocTpaHaTb, NybAnMYHO [AEMOHCTPUpOBaTb, nNpoAaBaTb,
MMNOPTUPOBATb, MyCKaTb B MpOKaT, Nyb6AMYHO MCMOMHATb, MOKA3blBaTb/WUCMNOMHATL B
acupe nnu pasmellaTb B IHTepHeTe.

Mcnonb3oBaHue "nmMpaTckoro” nporpaMMHOro obecneyvyeHmns MoOXXeT NpUBECTU K MHOMUM
pUCKaM: OT MOTEPU AaHHbIX K TBOMM aKKayHTaM 40 O6/0KMPOBKW TBOEro YCTPOWMCTBA,
roe YCTaHoBfleHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb, uTO
CYLLECTBYIOT NlerasibHble 1 6ecnnaTHble MPOrpamMmMbl, KOTOpblE MOXHO HaWTN B CETW.

O noprane

CeTeBMYOK.p - TBOW [/MaBHbIA COBETYMK B CETU. 3A4eCb Tbl MOXELWb Yy3HaTb O
6e30MacHOCTM B CETM MOHSATHbIM W AOCTYMHBLIM $3bIKOM, @ MNPU BO3HWMKHOBEHWM



KPUTUYECKOW CUTyaumMnm 0OpaTMTbC 3a COBETOM. A TakXkKe TMpUHATL YyyacTue B
KOHKypCax 1 CTaTb CaMbiM LUMGPOBbLIM rpa)kaaHNHOM!



